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What is Data Integrity?

Proprietary + Confidential01/06/2021

Data integrity is the maintenance and assurance of data accuracy and consistency over its 
entire life-cycle. This means assuring that data, irrespective of the process, format or 
technology in which it is generated, recorded, processed, retained, retrieved and used will 
ensure a attributable, legible, contemporaneous, original, accurate, complete, consistent, 
enduring, and available record throughout the data lifecycle.

Although not a new concept, Data Integrity has gained notoriety over the past years due some 
high-profile cases and an increased focus on the subject.

Data integrity is mentioned directly and indirectly by several regulatory agencies such as:

Where 
have I 

seen this 
before?

FDA:
• 21 CFR part 11
• Data Integrity and Compliance With Drug CGMP, 

Guidance for Industry, Dec 2018
EU GMP Vol 4:
• Annex 11 – Computerized systems 
• Ch. 4 Documentation

MHRA:
• ‘GxP’ Data Integrity Guidance and 

Definitions, Mar 2018
EMA:
• Questions and Answers. Good 

Manufacturing Practice, Aug 2016



ALCOA +
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ALCOA +

Attributable

Legible

Contemporaneous

Original

AccurateComplete

Consistent

Enduring

Available

Who, What, When, Why

Retrievable in a 
timely manner

Kept in condition of 
reading for a long period

Correct chronological 
sequence of events

With all the correct and 
trueful information

Errorless and truthful

Raw data management
No draft or copies

Immediate and real time
recording when the 
action is executed

Clearly and 
permanently readable

The ALCOA + principles are a good 
reminder of what are the essential 
topics you need to address to assure 
the integrity of your data.

Ahah!



Common Data Integrity Issues 
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Now that we know what Data integrity is, and what are the key points to look out for, let us have a look on the of the most 
common data integrity issues found by regulators:

There are numerous examples and places where data can be compromised.

• Shared Username/Password: Not possible to identify
who creates or changes the data/records.

• User Privileges: Different user levels with different
privileges not defined.

• Processing Methods: Integration process not controlled
and/or no integration procedure defined. Regulatory
bodies are more concerned over the reintegration of
chromatograms during QC analysis.

• Robust Audit Trails: Audit trail functionality turned off (or
non-existent) making impossible to trace who/when
modified the data and why.

• Incomplete Data: Most common data integrity issue.
Incomplete records.

• Computer System Control: No adequate control over
data and unauthorized access to modify, delete or not
save electronic files; this originates data that may not be
original, accurate or complete.

• Test re-execution: multiple analyses of assay with the
same sample without adequate justification (“testing to
compliance”).

• Manipulation of analytical procedures: manipulation of a
poorly defined analytical procedure and associated data
analysis in order to obtain passing results.

• Backdating stability test: to meet the required
commitments and speed up commercialization.

So, the best approach is to assure Data Integrity by Design.



What can I do to assure the integrity of 
my Data?
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To design your system, whether new or existing, assuring the integrity of your data, you should follow the process 
below:

Building a Business 
Process Map

Identifying Data 
Flows

Categorizing
Systems

Performing a Risk 
Analysis

Managing Risk/
CAPA Plan

• Build your business map 
“as is”;

• Identify the GxP
operations and systems 
within your organization 
(Manufacturing, Labeling, 
Quality Control Analysis, 
etc.)

• For each system, within 
the map identify:

• Categorize each system 
according to its nature to 
help prioritize:

• Perform a Risk analysis 
according to Quality Risk 
Management Principles to 
the identified systems

• How does this data impact 
your GMP decision 
making?

• Do they follow the Alcoa + 
Principles?

• After identifying your 
systems and assigning a 
risk level, implement 
corrective and/or 
preventive actions to 
assure the integrity of 
your data, in every 
process step.

1st 2nd 3rd 4th 5th

o Non-Electronic
o Manual Observation
o Printed
o Interface
o Permanente Storage
o Processable storage

o Data Generation
o Data Transference
o Data Reception
o Data Use



Key Takeaways
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Data governance is an integral part of a regulated company’s quality system, of which,
data integrity is fundamental. Without it, it undermines the Safety, Efficacy and Quality
of the pharmaceutical product, that the patient will take.

After developing a solid Quality Management System (QMS) assuring the integrity of
data, we must also strive to develop a strong Quality Culture within the company,
promoting the awareness and compliance with data integrity principles.

A strong Data Integrity culture within the company, promotes a positive 
impact on Reputation and builds trust. Pharmaceutical industry
stakeholders trust that your company will do the right thing even if no one 
is looking.

Just a minute 
Mr. Inspector!
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Engineering Services tailored for Pharma industries

Stepwise Pharma & Engineering differentiates from other engineering companies by tailoring its services specifically for the highly GMP-regulated pharmaceutical and life

sciences industries.

The entire pharmaceutical and life science industries manufacturing lifecycle is supported by us helping to set direction, assessing benefits of strategic investments and

optimizing manufacturing and business processes.

We assist our customers from Research and Development (R&D) to Commercial manufacturing.

Our goal is to help our customers to achieve and maintain GMP manufacturing excellence and assist them in the route to market.
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